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Abstract

The random graph of Erdps and Reryi is one of the oldest and best studied
models of a network, and possesseshe considerableadvantage of being exactly
solvable for many of its averageproperties. However, as a model of real-world
networks such as the Internet, social networks or biological networks it leavesa
lot to bedesired. In particular, it di ers from real networksin two crucial ways: it
lacks network clustering or transitivit y, and it hasan unrealistic Poissoniandegree
distribution. In this paper we review somerecert work on generalizationsof the
random graph aimed at correcting these shortcomings. We describe generalized
random graph models of both directed and undirected networks that incorporate
arbitrary non-Poissondegreedistributions, and extensionsof these models that
incorporate clustering too. We also describe two recert applications of random
graph modelsto the problems of network robustnessand of epidemicsspreading
on corntact networks.

1 Intro duction

In a seriesof seminal papers in the 1950sand 1960s, Paul Erdps and Alfr ed Reryi
proposedand studied one of the earliest theoretical models of a network, the random
graph (Erdpsand Renyi, 1959,1960,1961). This minimal model consistsof n nodes
or vertices, joined by links or edges which are placed between pairs of vertices
chosen uniformly at random. Erdps and Reryi gave a number of versions of their
model. The most commonly studied is the one denoted G, in which ead possible
edgebetweentwo verticesis presen with independert probability p, and absen with
probability 1 p. Tedwically, in fact, G, is the ensembleof graphs of n verticesin
which ead graph appearswith the probability appropriate to its number of edges!

Often one wishesto expressproperties of G, not in terms of p but in terms of
the average degreez of a vertex. (The degree of a vertex is the number of edges
connectedto that vertex.) The average number of edgeson the graph as a whole is
%n(n 1)p, and the averagenumber of ends of edgesis twice this, sinceeath edgehas
two ends. Sothe averagedegreeof a vertex is

nin 1)p

Z= — (n Lp' np; (1)

where the last approximate equality is good for large n. Thus, oncewe know n, any
property that can be expressedn terms of p can also be expressedn terms of z.

'For a graph with n vertices and m edgesthis probability isp™ (1 p)* ™, whereM = in(n 1).
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The Erdps{Reryi random graph has a number of desirable properties as a model
of a network. In particular it is found that many of its ensenble average properties
can be calculated exactly in the limit of large n (Bollobas, 1985;Jansonet al., 1999).
For example, one interesting feature, which was demonstrated in the original papers
by Erdpsand Renyi, is that the model shows a phasetransition 2 with increasingz at
which a giant comp onent forms. A comp onent is a subsetof verticesin the graph
eah of which is reachable from the others by somepath through the network. For
small valuesof z, whenthere are few edgesn the graph, it is not surprisingto nd that
most vertices are disconnectedfrom one another, and componerts are small, having
an averagesizethat remains constart asthe graph becomesarge. However, there is
a critical value of z above which the one largest componert in the graph contains a
nite fraction S of the total number of vertices,i.e., its sizenS scaleslinearly with the
size of the whole graph. This largest component is the giant componert. In general
there will be other componerts in addition to the giant componert, but theseare still
small, having an averagesizethat remains constart asthe graph grows larger. The
phasetransition at which the giant componert forms occurs preciselyat z = 1. If
we regard the fraction S of the graph occupied by the largest componert as an order
parameter, then the transition falls in the sameuniversality classas the mean- eld
percolation transition (Stau er and Aharony, 1992).

The formation of a giant componert in the random graph is reminiscen of the
behaviour of many real-world networks. One can imagine loose-knit networks for
which there are so few edgesthat, presumably, the network has no giant componert,
and all vertices are connectedto only a few others. The sccial network in which pairs
of peopleare connectedif they have had a corversation within the last 60 seconds for
example,is probably sosparsethat it hasno giant componert. The network in which
peopleare connectedif they have ever had a conversation, on the other hand, is very
denselyconnectedand certainly hasa giant componert.

Howewer, the random graph di ers from real-world networks in somefundamental
ways also. Two dierences in particular have been noted in the recert literature
(Strogatz, 2001; Albert and Barabasi, 2002). First, as pointed out by Watts and
Strogatz (1998; Watts 1999) real-world networks show strong clustering or network
transitivit y, where Erdps and Renyi's model doesnot. A network is said to show
clustering if the probability of two vertices being connectedby an edgeis higher when
the vertices in question have a common neighbour. That is, there is another vertex
in the network to which they are both attached. Watts and Strogatz measuredthis
clustering by de ning a clustering coe cien t C, which is the average probability
that two neighbours of a given vertex are also neighbours of one another. In many
real-world networks the clustering coe cien t is found to have a high value, anywhere
from a few percert to 50 percert or even more. In the random graph of Erdps and
Reryi on the other hand, the probabilities of vertex pairs being connectedby edges
are by de nition independert, sothat there is no greater probability of two vertices
being connectedif they have a mutual neighbour than if they do not. This means
that the clustering coe cient for a random graph is simply C = p, or equivalenly

2Erdps and Renyi didn't call it that, but that's what it is.
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clustering coe cient C
network n Z | measured random graph
Internet (autonomous systems} 6374 38| 024 0:00060
World-Wide Web (sites)? 153127 352 | 0:11 0:00023
power grid® 4941 2:7 | 0:.080 0:00054
biology collaborations® 1520251 155 | 0:081 0:000010
mathematics collaborations® 253339 39| 0:15 0:000015
Im actor collaborations' 449913 1134 | 0:20 0:00025
compary directors’ 7673 144 | 0:59 0:0019
word co-accurrence 460902 701 | 0:44 0:00015
neural network® 282 140 | 0:28 0:049
metabolic network” 315 283 | 0:59 0:090
food web 134 87| 022 0:065

Table 1: Number of vertices n, mean degreez, and clustering coe cient C for a number of
di erent networks. Numbers are taken from 2Pastor-Satorraset al. (2001), ?Adamic (1999),
°Watts and Strogatz (1998), “Newman (2001b), eNewman (2001d), fNewman et al. (2001),
9i Cancho and Sole (2001), "Montoya and Sole (2001), 'Fell and Wagner (2000).

C ' z=n. In Table 1 we compare clustering coe cien ts for a humber of real-world
networks with their valueson a random graph with the samenumber of vertices and
edges.The graphslisted in the table are:

Internet: a graph of the bre optic connectionsthat comprise the Internet, at
the level of so-called\autonomous systems." An autonomoussystemis a group
of computers within which data o w is handled autonomously, while data ow
betweengroups is cornveyed over the public Internet. Examples of autonomous
systems might be the computers at a compary, a university, or an Internet
service provider.

World-Wide Web: a graph of sites on the World-Wide Web in which edgesrep-
resert \hyperlinks" connecting one site to another. A site in this casemeans
a collection of pagesresiding on a serwer with a given name. Although hyper-
links are directional, their direction has beenignored in this calculation of the
clustering coe cien t.

Power grid: a graph of the Western States electricity transmission grid in the
United States. Vertices represen stations and substations; edgesrepreser
transmission lines.

Biology collaborations: a graph of collaborations betweenreseartiersworking in
biology and medicine. A collaboration betweentwo scientists is de ned in this
caseascoauthorship of a paper that was cataloguedin the Medline bibliographic
databasebetween1995and 1999inclusive.

Mathematics collaborations: a similar collaboration graph for mathematicians,
derived from the archives of Mathematical Reviews

Film actor collaborations: a graph of collaborations between Im actors, where
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a collaboration meansthat the two actors in question have appearedin a Im
together. The data are from the Internet Movie Database.

Compary directors: a collaboration graph of the directors of companiesin the
Fortune 1000 for 1999. (The Fortune 1000is the 1000 US companieswith the
highest revenues during the year in question.) Collaboration in this casemeans
that two directors serned on the board of a Fortune 1000compary together.

Word co-occurrences: a graph in which the vertices represen words in the En-
glish language, and an edge signi es that the vertices it connects frequertly
occur in adjacert positionsin sertences.

Neural network: a graph of the neural network of the worm C. Elegans.

Metabolic network: a graph of interactions forming a part of the energy gener-
ation and small building block synthesis metabolism of the bacterium E. Coli.
Vertices represen substratesand products, and edgesrepresert interactions.

Food web: the food web of predator{prey interactions betweenspeciesin Ythan
Estuary, a marine estuary near Aberdeen,Scotland. Like the links in the World-
Wide Web graph, the directed nature of the interactions in this food web have
beenneglectedfor the purposesof calculating the clustering coe cien t.

As the table shows, the agreemenh betweenthe clustering coe cien ts in the real
networks and in the corresponding random graphsis not good. The real and theoret-
ical gures dier by asmuch asfour orders of magnitude in somecases.Clearly, the
random graph doesa poor job of capturing this particular property of networks.

A secondway in which random graphsdi er from their real-world counterparts is
in their degreedistributions, a point which has beenemphasizedparticularly in the
work of Alb ert, Barabasi, and collaborators (Alb ert et al., 1999;Barabasi and Alb ert,
1999). The probability px that a vertex in an Erdps{Reryi random graph has degree
exactly k is given by the binomial distribution:

b= "ot pn it 0

k
In the limit wheren kz, this becomes

ZKe 2

Tkl , (3

Pk =
which is the well-known Poissondistribution. Both binomial and Poissondistributions
are strongly peaked about the mean z, and have a largek tail that decays rapidly as
1=kl. We can comparethesepredictions to the degreedistributions of real networks by
constructing histograms of the degreesof verticesin the real networks. We shav some
examples,taken from the networks described above, in Fig. 1. As the gure shaows,
in most casesthe degreedistribution of the real network is very dierent from the
Poissondistribution. Many of the networks, including Internet and World-Wide Web
graphs, appear to have power-law degreedistributions (Alb ert et al., 1999; Faloutsos
et al., 1999;Broder et al., 2000), which meansthat a small but non-negligible fraction
of the verticesin thesenetworks have very large degree. This behaviour is quite unlike
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Figure 1. Measured degreedistributions for a number of di erent networks. (a) Physical
connectionsbetweenautonomous systemson the Internet, circa 1997 (Faloutsoset al., 1999).
(b) A 200 million page subset of the World-Wide Web, circa 1999 (Broder et al., 2000).
The gure shows the out-degreeof pages,i.e., numbers of links pointing from those pagesto
other pages. (c) Collaborations between biomedical sciertists and between mathematicians
(Newman, 2001b,d). (d) Collaborations of Im actors (Amaral et al., 2000). (e) Co-occurrence
of wordsin the English language(i Cancho and Sole, 2001). (f) Board menmbership of directors
of Fortune 1000 companiesfor year 1999 (Newman et al., 2001).
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the rapidly decaing Poissondegreedistribution, and can have profound e ects on the
behaviour of the network, as we will seelater in this paper. Other networks, partic-
ularly the collaboration graphs, appear to have power-law degreedistributions with
an exponertial cuto at high degree(Amaral et al., 2000; Newman, 2001a,b), while
others still, such asthe graph of compary directors, seemto have degreedistributions
with a purely exponertial tail (Newman et al., 2001). The power grid of Table 1 is
another example of a network that has an exponertial degreedistribution (Amaral
et al., 2000).

In this paper we showv how to generalizethe Erdps{Reryi random graph to mimic
the clustering and degreeproperties of real-world networks. In fact, most of the paper
is dewoted to extensionsthat correct the degreedistribution, for which an elegan
body of theory hasbeendeweloped in the last few years. Howewer, towards the end of
the paper we also considerways in which clustering can be introduced into random
graphs. Work on this latter problem is signi cantly lessfar advancedthan work on
degreedistributions, and we have at preseri only a few preliminary results. Whether
theseresults can be extended, and how, are open questions.

2 Random graphs with specied degree distributions

It is relatively straightforward to generaterandom graphs that have non-Poissonde-
greedistributions. The method for doing this has beendiscusseda number of times
in the literature, but appearsto have been put forward rst by Bender and Can-
eld (1978). The trick is to restrict oneselfto a specic degreesguene, i.e., to a
speci ed set fkjg of the degreesof the verticesi = 1:::n. Typically this set will be
chosenin sudh a way that the fraction of vertices having degreek will tend to the
desired degreedistribution px as n becomeslarge. For practical purposeshowever,
such as numerical simulation, it is almost always adequate simply to draw a degree
sequencd k;g from the distribution py directly.

Once one has one's degreesequencethe method for generating the graph is as
follows: one gives ead vertex i a number k; of \stubs"|ends of edgesemerging
from the vertex|and then one choosespairs of these stubs uniformly at random and
joins them together to make complete edges. When all stubs have beenusedup, the
resulting graph is a random member of the ensenble of graphswith the desireddegree
sequence. Note that, because(as the kj! possiblepermutations of the stubs emerging
from the ith vertex, there are ~, k;! dierent ways of generating ead graph in the
ensenble. Howewer, this factor is constart solong asthe degreesequencd k;g is held
xed, soit doesnot prevert the method from sampling the ensenble correctly. This
is the reasonwhy we restrict ourselesto a xed degreesequence|merely xing the
degreedistribution is not adequateto ensurethat the method described here generates
graphs uniformly at random from the desired ensenble.

The method of Benderand Can eld doesnot allow usto specify a clustering coe -
ciert for our graph. (The clustering coe cien t had not beeninvented yet when Bender

3The only small catch to this algorithm is that the total number of stubs must be even if we are
not to have one stub left over at the end of the pairing process. Thus we should restrict ourselvesto
degreesequencedor which | ki is even.
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and Can eld werewriting in 1978.) Indeed the fact that the clustering coe cien't is
not speci ed is one of the crucial properties of thesegraphsthat makesit possible,as
we will shaw, to solve exactly for many of their properties in the limit of large graph
size. As an example of why this is important, considerthe following simple calcula-
tion. The meannumber of neigrbou[g,s of a randomly chosenvertex A in a graph with

degreedistribution py isz = hki = | Kpx. Supposehowever that we want to know
the mean number of secondneighbours of vertex A, i.e., the mean number of vertices
two stepsaway from A in the graph. In a network with clustering, many of the second
neighbours of a vertex are also rst neighbours|the friend of my friend is also my
friendland we would have to allow for this e ect to order avoid overcourting the
number of secondneighbours. In our random graphs however, no allowancesneedbe
made. The probability that one of the secondneighbours of A is alsoa rst neighbour
goesasn 1! in the random graph, regardlessof degreedistribution, and hencecan be
ignored in the limit of large n.

There is another e ect, howewer, that we certainly must take into account if we
wish to compute correctly the number of secondneighbours: the degreedistribution
of the rst neighbour of a vertex is not the sameasthe degreedistribution of vertices
on the graph as a whole. Becausea high-degreevertex has more edgesconnectedto
it, there is a higher chancethat any given edgeon the graph will be connectedto it,
in preciseproportion to the vertex's degree. Thus the probability distribution of the
degreeof the vertex to which an edgeleadsis proportional to kpx and not just px (Feld,
1991; Molloy and Reed, 1995; Newman, 2001d). This distinction is absolutely crucial
to all the further dewelopmerts of this paper, and the reader will nd it worthwhile
to make surethat he or sheis comfortable with it before cortinuing.

In fact, we are interested here not in the complete degreeof the vertex reached by
following an edgefrom A, but in the number of edgesemerging from suc a vertex
other than the one we arrived along, sincethe latter edgeonly leadsbad to vertex A
and so doesnot cortribute to the number of secondneighbours of A. This number is
one lessthan the total d@greeof the vertex and its correctly normalized distribution

is therefore gx 1 = kpk= J- j P, or equivalertly
k+ 1
g = HF D, @
i b
The averagedegreeof sudc a vertex is then
P P _ _
R @ - o Kk + Dpcn _ ﬁzclb(k_ Dkpe _ k% tki )
k=0 i 1B ilbi hi

This is the averagenumber of verticestwo stepsaway from our vertex A via a particular
oneof its neighbours. Multiplying this by the meandegreeof A, which is just z = hKi,
we thus nd that the mean number of secondneighbours of a vertex is

2= WK% ki (6)

If we evaluate this expressionusing the Poissondegreedistribution, Eq. (3), then we
get z, = tki%|the mean number of secondneighbours of a vertex in an Erdps{Reryi
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random graph is just the square of the mean number of rst neighbours. This is a
special casehowewer. For most degreedistributions Eq. (6) will be dominated by the
term hk2i, so the number of secondneighbours is roughly the mean square degree,
rather than the square of the mean. For broad distributions sudc as those seenin
Fig. 1, thesetwo quartities can be very di erent (Newman, 2001d).

We can extend this calculation to further neighbours also. The average number
of edgesleading from ead secondneighbour, other than the one we arrived along, is
alsogiven by (5), and indeedthis is true at any distancem away from vertex A. Thus
the averagenumber of neighbours at distancem is

K2 ki z
Zm = e Zm 1= Z—izm 1 (7)

where z; z = hki and z, is given by Eq. (6). Iterating this equation we then
determine that

Z m 1

Zm = — z;: 8)

7
Depending on whether z, is greater than z; or not, this expressionwill either diverge
or corverge exponertially as m becomeslarge, so that the averagetotal number of
neighbours of vertex A at all distancesis nite if z, < z; or innite if z, > z;
(in the limit of innite n).* If this number is nite, then clearly there can be no
giant componert in the graph. Conversely if it is in nite, then there must be a
giant componert. Thus the graph shows a phase transition similar to that of the
Erdps{Renyi graph precisely at the point where z, = z;. Making use of Eq. (6) and
rearranging, we nd that this condition is also equivalert to k%  2hki = 0, or, asit
is more commonly written,

k(k  2)pk = 0 9)
k=0
This condition for the position of the phasetransition in arandom graph with arbitrary
degreesequencewas rst given by Molloy and Reed (1995).

An interesting feature of Eq. (9) is that, becauseof the factor k(k 2), vertices of
degreezero and degreetwo corntribute nothing to the sum, and therefore the number
of such verticesdoesnot a ect the position of the phasetransition or the existenceof
the giant componert. It is easyto seewhy this should be the casefor verticesof degree
zero; obviously onecanremove (or add) degree-zeroverticeswithout changing the fact
of whether a giant componert doesor doesnot exist in a graph. But why vertices
of degreetwo? This has a simple explanation also: removing vertices of degreetwo
doesnot changethe topological structure of a graph becauseall sudc vertices fall in
the middle of edgesbetweenother pairs of vertices. We can therefore remove (or add)
any number of such vertices without a ecting the existenceof the giant componert.

Another quartity of interest in many networks is the typical distance through
the network between pairs of vertices (Milgram, 1967; Travers and Milgram, 1969;

4The caseof z; = z, is deliberately missed out here, sinceit is non-trivial to show how the graph
behavesexactly at this transition point (Bollob as, 1985). For our current practical purp oseshowever,
this matters little, since the chances of any real graph being precisely at the transition point are
negligible.
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Pool and Kochen, 1978; Watts and Strogatz, 1998; Amaral et al., 2000). We can use
Eq. (8) to make a calculation of this quantity for our random graph as follows. If
we are \b elon" the phasetransition of Eq. (9), in the regime where there is no giant
componert, then most pairs of verticeswill not be connectedto one another at all, so
vertex{vertex distancehaslittle meaning. Well above the transition onthe other hand,
where there is a giant componert, all verticesin this giant componernt are connected
by somepath to all others. Eq. (8) tells us the averagenumber of vertices a distance
m away from a given vertex A in the giant componert. When the total number of
vertices within distance m is equal to the size n of the whole graph, m is equal to
the so-called\radius" r of the network around vertex A. Indeed, sincezo,=z; 1 well
above the transition, the number of verticesat distancem grows quickly with m in this
regime (seeEq. (8) again), which meansthat most of the verticesin the network will
befar from A, around distancer, andr is thus alsoapproximately equalto the average
vertex{vertex distance". Well above the transition therefore," is given approximately
by z' n,or

._ log(n=z) ,

= log(zz=2) (10)

For the special caseof the Erdps{Reryi random graph, for which z; = z and z, = Z2
as noted above, this expressionreducesto the well-known standard formula for this
case:” = logn=logz (Bollobas, 1985).

The important point to notice about Eqg. (10) is that the vertex{vertex distance
increaseslogarithmically with the graph size n, i.e., it grows rather slowly.®> Even
for very large networks we expect the typical distance through the network from one
vertex to another to be quite small. In social networks this e ect is known as the
small-w orld e ect ,% and was famously obsened by the experimental psychologist
Stanley Milgram in the letter-passingexperimerts he conductedin the 1960s(Milgram,
1967;Traversand Milgram, 1969;Kleinfeld, 2000). More recertly it hasbeenobsened
alsoin many other networks including non-sccial networks (Watts and Strogatz, 1998;
Amaral et al., 2000). This should come as no great surprise to us howewer. On the
contrary, it would be surprising if most networks did not show the small-world e ect.
If we de ne the diameter d of a graph to be the maximum distance betweenany two
connectedverticesin the graph, then it can be proven rigorously that the fraction of
all possiblegraphsfor which d > clogn for someconstart c tendsto zeroasn becomes
large (Bollobas, 1985). And clearly if the diameter increasesaslogn or slower, then so
also must the averagevertex{vertex distance. Thus our chancesof nding a network
that doesnot show the small-world e ect are very small for large n.

As a test of Eq. (10), Fig. 2 comparesour predictions of averagedistance = with
direct measuremets for fourteen di erent scierti ¢ collaboration networks, including

SKrzywic ki (2001) points out that this is true only for components such as the giant componert
that contain loops. For tree-like componernts that contain no loops the mean vertex{v ertex distance
typically scalesasa power of n. Sincethe giant componerts of neither our models nor our real-world
networks are tree-like, however, this is not a problem.

5Someauthors, notably Watts and Strogatz (1998), have usedthe expression\small-w orld network"

to refer to a network that simultaneously shows both the small-world e ect and high clustering. To
prevent confusion however we will avoid this usagehere.
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Figure 2: Comparisonof meanvertex{v ertex distance measuredin fourteen collaboration net-
works against our theoretical predictions of the samequartities from Eq. (10). The networks
are constructed using bibliographic data for papersin biology and medicine (Medline), physics
(Los Alamos E-print Archive), high-energy physics (SPIRES), and mathematics (Mathemat-
ical Reviews). If empirical results and theory agreed perfectly, the points would fall on the
dotted diagonal line. After Newman (2001c).

the biology and mathematics networks of Table 1. In this gure, eadh network is
represerned by a single point, whose position along the horizontal axis corresponds
to the theoretically predicted value of = and along the vertical axis the measured
value. If Eq. (10) were exactly correct, all the points in the gure would fall on the
dotted diagonal line. Sincewe know that the equation is only approximate, it comes
as no surprise that the points do not fall perfectly along this line, but the results
are encouraging nonetheless;in most casesthe theoretical prediction is closeto the
correct result and the overall scalingof * with logn is clear. If the theory wereequally
successfulfor networks of other types, it would provide a useful way of estimating
average vertex{vertex separation. Since z; and z, are local quartities that can be
calculated at least approximately from measuremets on only a small portion of the
network, it would in many casesbe considerably simpler and more practical to apply
Eg. (10) than to measure’ directly.

Although our random graph model doesnot allow usto x the level of clustering
in the network, we can still calculate an averageclustering coe cien t for the Bender{
Caneld ensenble easily enough. Consider a particular vertex A again. The ith
neighbour of A hask; edgesemergingfrom it other than the edgeattached to A, and
ki is distributed according to the distribution gk, Eq. (4). The probability that this
vertex is connectedto another neighbour j is kik; =(nz), wherek; is also distributed
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accordingto ok, and averageof this probability is preciselythe clustering coe cien t:

ki hx i)
C= H(| kJ ! = i qu =
nz nz K

k2 ki 2z z 1°2
_— = — C€+ :
hki 2 n

SN

(11)

The quartity c, is the so-calledcoe cien t of variation of the degreedistribution|the
ratio of the standard deviation to the mean. Thus the clustering coe cien t for the
random graph with a non-Poissondegreedistribution is equalto its value z=n for the
Poisson-distributed case times a function whoseleading term goesasthe fourth power
of the coe cien t of variation of the degreedistribution. So the clustering coe cien t
still vanisheswith increasinggraph size,but may have a much larger leading coe cien t,
sincec, can be quite large, especially for degreedistributions with long tails, suc as
those seenin Fig. 1.

Take for examplethe World-Wide Web. If oneignoresthe directed nature of links
on the Web, then the resulting graph is measuredto have quite a high clustering
coe cient of 0:11 (Adamic, 1999), as showvn in Table 1. The Erdps{Renyi random
graph with the samen and z, by contrast, hasa clustering coe cien t of only 0:00023.
Howewer, if we usethe degreedistribution shawvn in Fig. lato calculate a meandegree
and coe cien t of variation for the Web, we get z = 10:23 and ¢, = 3:685, which
meansthat (¢Z+ (z 1)=2)2 = 2097. Eq. (11) then tells us that the random graph
with the correct degreedistribution would actually have a clustering coe cient of
C = 0:00023 2097 = 0:048. This is still about a factor of two away from the correct
answer, but a lot closerto the mark than the original estimate, which waso by a
factor of more than 400. Furthermore, the degreedistribution usedin this calculation
wastruncated at k = 4096. (The data were suppliedto author in this form.) Without
this truncation, the coe cien t of variation would presumably be larger still. It seems
possible therefore, that most, if not all, of the clustering seenin the Web can be
accourted for merely as a result of the long-tailed degreedistribution. Thus the fact
that our random graph models do not explicitly include clustering is not necessarily
a problem.

On the other hand, some of the other networks of Table 1 do shav signi cantly
higher clustering than would be predicted by Eg. (11). For these,our random graphs
will be an imperfect model, although aswe will seethey still have much to cortribute.
Extension of our modelsto include clustering explicitly is discussedin Section 6.

It would be possibleto cortin ue the analysisof our random graph modelsusing the
simple methods of this section. Howewer, this leadsto a lot of tedious algebrawhich
can be avoided by introducing an elegan tool, the probability generating function.

3 Probabilit y generating functions

In this section we describe the use of probability generating functions to calculate
the properties of random graphs. Our presenration closely follows that of New-
man et al. (2001).

A probabilit y generating function is an alternative represettation of a prob-
ability distribution. Take the probability distribution pyg introduced in the previous
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section, for instance, which is the distribution of vertex degreesin a graph. The
corresponding generating function is

R
Go(x) = pex* (12)
k=0
It is clear that this function captures all of the information preser in the original
distribution pg, sincewe can recover px from Gg(x) by simple di eren tiation:

1 dkGq

Pk = ok (13)
ki dxk

We sa that the function Gg \generates" the probability distribution py.
We can also de ne a generating function for the distribution gk, Eq. (4), of other
edgesleaving the vertex we reac by following an edgein the graph:
P P
A o (8 + DPen X _ s kX T _ GY(x)

Gi(x)=  gx*= : . ;o (14)
k=0 i 1P i 1P z

where GJ(x) denotesthe rst derivative of Go(x) with respect to its argumert. This
generating function will be usefulto usin following developmers.

3.1 Prop erties of generating functions

Generating functions have someproperties that will be of usein this paper. First, if

the distribution they generateis properly normalized then
X
Go(l) = =1L (15)
k

Second,the mean of the distribution can be calculated directly by di eren tiation:

X
GY(1) = kpx = Hki: (16)
k
Indeedwe can calculate any momert of the distribution by taking a suitable derivative.
In general,
X d "
H"i = k"pk = X% Go(x) ; a7
K X x=1
Third, and most important, if a generating function generatesthe probability
distribution of someproperty k of an object, such asthe degreeof a vertex, then the
sum of that property over n independert sud objects is distributed accordingto the
nth power of the generating function. Thus the sum of the degreesof n randomly
chosen vertices on our graph has a distribution which is generated by the function
[Go(x)]". To seethis, note that the coecient of x™ in [Go(x)]" has one term of
H,‘Ie form py, Pk, i1 Pk, for every set fkig of the degreesof the n vertices such that
i ki = m. But theseterms are preciselythe probabilities that the degreessumto m
in every possibleway, and hence [Gg(x)]" is the correct generating function. This
property is the reasonwhy generating functions are useful in the study of random
graphs. Most of the results of this paper rely on it.
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3.2 Examples

To maketheseideasmore concrete,let us considersomespeci ¢ examplesof generating
functions. Supposefor instance that we are interested in the standard Erdps{Renyi
random graph, with its Poissondegreedistribution. Substituting Eq. (3) into (12),
we get

Xk

Go(x) = e ? %xk = g (18)

k=0
This is the generating function for the Poissondistribution. The generating function
G1(x) for verticesreathed by following an edgeis also easily found, from Eq. (14):

GO
Gi(x) = # = g b (19)
Thus, for the caseof the Poissondistribution we have G1(x) = Go(x). This identity
is the reasonwhy the properties of the Erdps{Renyi random graph are particularly
simple to solve analytically.’
As a secondexample, considera graph with an exponertial degreedistribution:

=1 e¥); (20)

where is a constart. The generating function for this distribution is

A 1 1=
Go)=(1 e®) el xk= =~ (21)
k=0 1 xe =
and
1 e 1= 2
Gi(x) = 1 xe = : (22)

As a third example,considera graph in which all vertices have degree0, 1, 2, or 3
with probabilities pg:::p3. Then the generating functions take the form of simple
polynomials

Go(x) = pax>+ pax?+ pix + po; (23)
3psx? + 2ppX + pr
3pz+ 2p2+ p1

Gi(X) = X%+ qux + o = (24)

4 Prop erties of undirected graphs

We now apply our generating functions to the calculation of a variety of properties of
undirected graphs. In Section5 we extend the method to directed graphs as well.

"This result is also closely connected to our earlier result that the mean number of secondneigh-
bours of a vertex on an Erdps{Renyi graph is simply the squareof the mean number of rst neighbours.
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4.1 Distribution of component sizes

The most basic property we will consideris the distribution of the sizesof connected
componerts of vertices in the graph. Let us supposefor the momert that we are
below the phasetransition, in the regimein which there is no giant componert. (We
will consider the regime above the phasetransition in a momert.) As discussedin
Section 2, the calculations will depend crucially on the fact that our graphs do not
have signi cant clustering. Instead, the clustering coe cien tlthe probability that
two of your friends are also friends of one another|is given by Eq. (11), which tends
to zeroasn! 1 . The probability of any two randomly chosenverticesi and j with

degreesk; and kj being connectedis the sameregardlessof wherethe vertices are. It

is always equal to kik; =(nz), and hencealsotendsto zeroasn ! 1. This means
that any nite component of connected vertices has no closal loopsin it, and this is
the crucial property that makes exact solutions possible. In physicsjargon, all nite

componerts are tree-lik e.

Given this, we can calculate the distribution of componert sizesbelow the transi-
tion asfollows. Considera randomly chosenedgesomewherdan our graph and imagine
following that edgeto one of its endsand then to every other vertex reacable from
that end. This setof verticeswe referto asthe cluster at the end of a randomly chosen
edge. Let H1(x) bethe generatingfunction that generatesthe distribution of sizesof
such clusters, in terms of numbers of vertices. Each cluster can take many di erent
forms, as shown in Fig. 3. We can follow our randomly chosenedgeand nd only a
single vertex at its end, with no further edgesemanating from it. Or we can nd a
vertex with one or more edgesemanating from it. Eadh edgethen leadsto another
complete cluster whosesizeis also distributed accordingto H 1(x).

The number of edgesk emanating from our vertex, other than the onealong which
we arrived, is distributed according to the distribution gy of Eq. (4), and, using the
multiplication property of generating functions from Section 3.1, the distribution of
the sum of the sizesof the k clusters that they lead to is generated by [H 1(x)]¥.
Thus the total number of verticesreacable by following our randomly chosenedgeis

generatedby “
Hi(x) = x  a&IH1()I* = xGa(H1(x)); (25)
k=0

SR TR I

Figure 3: Schematic represenation of the possible forms for the connected componert of
vertices reached by following a randomly chosenedge. The total probability of all possible
forms (left-hand side) canberepresened self-consistetly asthe sum of the probabilities (right-
hand side) of having only a single vertex (the circle), having a single vertex connectedto one
other componert, or two other componerts, and soforth. The erntire sum can be expressedn
closedform as Eq. (25).
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where the leading factor of x accourts for the one vertex at the end of our edge,and
we have made useof Eq. (14).

The quartit y we actually want to know is the distribution of the sizesof the clusters
to which a randomly chosenvertex belongs. The number of edgesemanating from
sudh a vertex is distributed according to the degreedistribution py, and ead suc
edgeleadsto a cluster whosesizein verticesis drawn from the distribution generated
by the function H1(x) above. Thus the size of the complete componert to which a
randomly vertex belongsis generatedhby

R
Ho(x) = x  pk[H1(X)]* = xGo(H1(x)): (26)
k=0

Now we can calculate the complete distribution of componert sizesby solving (25)
self-consistetly for H1(x) and then substituting the result into (26).

Consider for instance the third example from Section 3.2, of a graph in which all
vertices have degreethree or less. Then Eq. (25) implies that u = H1(x) is a solution
of the quadratic equation

QUi+ G % u+go=0; (27)
or
1 a 12
_x @ h X 40002_
H1(x) = o . (28)

Substituting this into Eqg. (26) and di erentiating m times then givesthe probability
that a randomly chosenvertex belongsto a componert of exactly m vertices total.

Unfortunately, casessuch asthis in which we can solve exactly for Hy(x) and H1(x)
are rare. More often no closed-formsolution is possible. (For the simple Poissonian
caseof the Erdps{Rernyi random graph, for instance, Eq. (25) is transcendenal and has
no closed-formsolution.) We can still nd closed-formexpressionsfor the generating
functions up to any nite order in x howewer, by iteration of (25). To seethis,
supposethat we have an approximate expressionfor H1(x) that is correct up to some
nite order x™, but possibly incorrect at order x™*! and higher. If we substitute this
approximate expressioninto the right-hand sideof Eq. (25), we get a new expressionfor
H1(x) and, becauseof the leading factor of x, the only contributions to the coe cien t
of x™*1 in this expressioncome from the coe cients of x™ and lower in the old
expression. Sincetheselower coe cien ts were exactly correct, it immediately follows
that the coe cient of x™*! in the new expressionis correct also. Thus, if we start
with the expressionH 1(x) = gox, which is correct to order x?, substitute it into (25),
and iterate, then on ead iteration we will generatean expressionfor H ;(x) that is
accurateto one order higher. After m iterations, we will have an expressionin which
the coe cien ts for all ordersup to and including x™*! are exactly correct.

Take for examplethe Erdps{Renyi random graph with its Poissondegreedistribu-
tion, for which Go(x) = G1(x) = €* 1 asshawn in Section3.2. Then, noting that
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0o = e “ for this case,we nd that the rst few iterations of Eq. (25) give

zZHP (x) = xze 2+ O(x?); (29a)
ZHP (x) = xze 2+ (xze %)%+ O(x); (29b)

ZHP (x) = xze 7+ (xze 2)%+ 3(xze 7)%+ S(xze 2)*+ 8(xze 7)°+ O(x®);
(29¢)

and so forth, from which we concludethat the probabilities P of a randomly chosen
site belongingto componerts of sizes = 1;2;3::: are

Pi=e? Py=ze?#, P3=3z% %, P,=3z% %, Ps=8z% % (30)

With agood symbolic manipulation program it is straightforward to calculate suc
probabilities to order 100 or so. If we require probabilities to higher order it is still
possibleto use Egs. (25) and (26) to get answers, by iterating (25) numerically from
a starting value of H1(x) = gox. Doing this for a variety of di erent valuesof x close
to x = 0, we can usethe results to calculate the derivativesof Hy(x) and so evaluate
the Ps. Unfortunately, this technique is only usable for the rst few Ps, because,
as is usually the casewith numerical derivatives, limits on the precision of oating-
point numbersresult in large errors at higher orders. To circumvert this problem we
can employ a technique suggestedby Moore and Newman (2000), and evaluate the
derivativesinstead by numerically integrating the Cauchy formula
1@ _ 1 Ho)d a
st @S ., 2i s
where the integral is performed around any cortour surrounding the origin but inside
the rst polein Ho( ). For the best precision, Moore and Newman suggestusing the
largest such contour possible. In the presen case,where Pg is a properly normalized
probability distribution, it is straightforward to shawv that Ho( ) must always corverge
within the unit circle and hencewe recommendusing this circle asthe contour. Doing
soappearsto give excellert resultsin practice (Newman et al., 2001), with a thousand
or more derivatives easily calculable in reasonabletime.

Ps =

4.2 Mean component size

Although, aswe have seen,it is not usually possibleto calculate the probability dis-
tribution of component sizesPs to all ordersin closedform, we can calculate momerts
of the distribution, which in many casesis more useful anyway. The simplest case
is the rst momert, the mean component size. As we saw in Section 3.1, the mean
of the distribution generatedby a generating function is given by the derivative of
the generating function evaluated at unity (Eq. (16)). Below the phasetransition,

the componert sizedistribution is generatedby Ho(x), Eg. (26), and hencethe mean
componert sizebelow the transition is

hsi = H3(1) = Go(H1(x)) + XGo(H1(X))HD(X) ., = 1+ GHLH(D); (32)
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where we have made use of the fact, Eqg. (15), that properly normalized generating
functions are equalto 1 at x = 1, sothat Go(1) = H1(1) = 1. The value of H (1) we
can calculate from Eq. (25) by di erentiating and rearrangingto give

HY1) = — =+ —; 33
and substituting into (32) we nd
. GB(1)

This expressioncan also be written in a number of other forms. For example, we note
that

X

Go(1) = kpy = tki = zy; (35)
oy — ik Dpe _ WA i _ zo)

G = et (36)

where we have made use of Eqg. (6). Substituting into (34) then gives the average
componert sizebelow the transition as

2
7

hsi = 1+ :
Zy 2y

(37)

This expressionhas a divergenceat z; = z, which signi es the formation of the
giant componert and givesan alternativ e and more rigorous derivation of the position
of the critical point to that given in Section 2. Using Eqg. (34), we could also write
the condition for the phasetransition as G{(1) = 1.

4.3 Ab ove the phase transition

The calculations of the previous sectionsconcernedthe behaviour of the graph below
the phasetransition wherethere is no giant componert in the graph. Almost all graphs
studied empirically seemto bein the regime above the transition and do have a giant
componert. (This may be a tautologous statemert, sinceit probably rarely occursto
researtiersto considera network represettation of a set of objects or peoplesoloosely
linked that there is no connection betweenmost pairs.) Can our generating function
techniques be extendedto this regime? As we now show, they can, although we will

have to usesometric ks to make things work. The problem is that the giant componert
is not a componert like those we have consideredso far. Those componerts had a
nite averagesize,which meart that in the limit of large graph sizethey wereall tree-
like, containing no closedloops, asdiscussedn Section4.1. The giant componert, on
the other hand, scales,by de nition, asthe sizeof the graph asa whole, and therefore
becomesn nite asn! 1 . This meansthat there will in generalbeloopsin the giant
componert, which makesall the argumerts of the previous sectionsbreak down. This
problem can be xed however by the following simple ploy. Above the transition,

we de ne Hg(x) and H1(x) to be the generating functions for the distributions of
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componert sizesexcluding the giant componert. The non-giart componerts are still
tree-like even above the transition, soEgs. (25) and (26) are correct for this de nition.
The only di erence is that now Hg(1) is no longer equalto 1 (and neither is H1(1)).
Instead,

X
Ho(1) = Ps = fraction of vertices not in giant componert; (38)
S

which follows becausethe sum over s is now over only the non-giart componerts, so
the probabilities Ps no longer add up to 1. This result is very useful; it allows us to
calculate the size S of the giant componert above the transition as a fraction of the
total graph size,sinceS = 1 Hgp(1). From Egs. (25) and (26), we can seethat S
must be the solution of the equations

S=1 Go(v); v = Gy(v); (39)

where v H1(1). As with the calculation of the componert size distribution in
Section 4.1, these equations are not normally solvable in closedform, but a solution
can be found to arbitrary numerical accuracy by iteration starting from a suitable
initial value of v, sud asv = 0.

We can alsocalculate the averagesizesof the non-giart componerts in the standard
way by di erentiating Eg. (26). We must be careful howewer, for a couple of reasons.
First, we can no longer assumethat Ho(1) = H;(1) = 1 asis the casebelov the
transition. Second,sincethe distribution Py is not normalizedto 1, we haveto perform
the normalization ourselves. The correct expressionfor the averagecomponert sizeis

HY1) _ 1 GY(H1(1))G1(H1(1))

Ho@) ~ Fo@ o)+ = o, @y
zv2

+ ;

[1 ST GI(v)]

hsi =

=1

(40)

where v and S are found from Eg. (39). It is straightforward to verify that this
becomesequal to Eq. (34) when we are below the transition and S= 0,v = 1.

As an example of theseresults, we show in Fig. 4 the size of the giant componert
and the average (non-giant) componert size for graphs with an exponertial degree
distribution of the form of Eq. (20), as a function of the exponertial constart . As
the gure shaws, there is a divergencein the average componert size at the phase
transition, with the giant componert becoming non-zerosmoothly above the transi-
tion. Those accustomedto the physics of continuous phasetransitions will nd this
behaviour familiar; the sizeof the giant componert actsasan order parameter here,as
it did in the Erdps{Renyi random graph in the intro duction to this paper, and the av-
eragecomponert sizebehaveslike a susceptibility. Indeed onecande ne and calculate
critical exponerts for the transition using this analogy and aswith the Erdps{Reryi
model, their valuesput us in the sameuniversality classasthe mean- eld (i.e., in -
nite dimension) percolation transition (Newman et al., 2001). The phasetransition
in Fig. 4 takesplace just a litttle belov = 1 when G{(1) = 1, which givesa critical
value of .= (log3) ! = 0:910:::
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Figure 4: Behaviour of a random graph with an exponertial degreedistribution of the form
of Eq. (20). Top: fraction of the graph occupied by the giant componert. Bottom: average
componert size. Note that the horizontal axis is logarithmic.

5 Prop erties of directed graphs

Some of the graphs discussedin the introduction to this paper are directed graphs.
That is, the edgesin the network have a direction to them. Examples are the World-
Wide Web, in which hyperlinks from one pageto another point in only one direction,
and food webs,in which predator{prey interactions are asymmetric and canbethought
of as pointing from predator to prey. Other recertly studied examplesof directed
networks include telephonecall graphs (Abello et al., 1998; Hayes, 2000; Aiello et al.,
2000), citation networks (Redner, 1998; Vazquez, 2001), and email networks (Ebel
et al., 2002).

Directed networks are more complex than their undirected counterparts. For a
start, ead vertex in an directed network has two degrees,an in-degree , which is
the number of edgesthat point into the vertex, and an out-degree , which is the
number pointing out. There are also, correspondingly, two degreedistributions. In
fact, to be completely general,we must allow for ajoint degree distribution  of in-
and out-degree: we de ne pji to be the probability that a randomly chosenvertex
simultaneously hasin-degreej and out-degreek. De ning a joint distribution like this
allows for the possibility that the in- and out-degreesmay be correlated. For example
in a graph where every vertex had precisely the samein- and out-degree, pjx would
be non-zeroif and only if j = k.

The componert structure of a directed graph is more complex than that of an
undirected graph also, becausea directed path may exist through the network from
vertex A to vertex B, but that doesnot guarantee that one exists from B to A. As a
result, any vertex A belongsto componerts of four di erent types:

1. The in-comp onent is the set of vertices from which A can be reacted.
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2. The out-comp onent is the set of vertices which can be reaced from A.

3. The strongly connected comp onent isthe setof verticesfrom which vertex A
can be readed and which can be readed from A.

4. The weakly connected comp onent is the set of verticesthat can be reached
from A ignoring the directed nature of the edgesaltogether.

The weakly connectedcomponert is just the normal componert to which A belongs
if onetreats the graph as undirected. Clearly the details of weakly connectedcompo-
nents can be worked out using the formalism of Section 4, sowe will ignore this case.
For vertex A to belongto a strongly connectedcomponert of size greater than one,
there must be at least one other vertex that can both be readed from A and from
which A can be reached. This howewer implies that there is a closedloop of directed
edgesin the graph, something which, as we sav in Section 4.1, does not happen in
the limit of large graph size. So we ignore this casealso. The two remaining cases,
the in- and out-componerts, we considerin more detail in the following sections.

5.1 Generating functions

Becausethe degreedistribution p; for a directed graph is a function of two variables,
the corresponding generating function is also:

X .
G(x;y) = pi X yK: (41)
jik =0

This function satis es the normalization condition G(1;1) = 1, and the meansof the
in- and out-degree distributions are given by its rst derivatives with respect to x
and y. Howewer, there is only one mean degreez for a directed graph, since every
edge must start and end at a site. This meansthat the total and hence also the
average numbers of in-going and out-going edgesare the same. This givesrise to a
constraint on the generating function of the form

@s @as
- =7Z= — ; 42
@& Xy =1 @ Xy =1 “2

and there is a corresponding constraint on the probability distribution p; itself, which
can be written X

J Kpk=0: (43)
ik

From G(x; y), we can now de ne single-argumen generating functions Go and G,
for the number of out-going edgesleaving a randomly chosenvertex, and the number
leaving the vertex readed by following a randomly chosenedge. Theseplay a similar
role to the functions of the samename in Section 4. We can also de ne generating
functions Fg and F; for the number of edgesarriving at a vertex. Thesefunctions are
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given by

Fo(x) = G(x; 1); Fi(x) = ; (44)

y=1

Go(y) = G(1,y); Gi(y) = (45)

NIk NIk
RB 8

x=1

Once we have thesefunctions, many results follow as before.

5.2 Results

The probability distribution of the numbersof verticesreacable from arandomly cho-
senvertex in adirected graphl|i.e., of the sizesof the out-componerts|is generatedby
the function Ho(y) = yGo(H1(Y)), where H1(y) is a solution of H1(y) = yG1(H1(y)),
just as before. (A similar and obvious pair of equations governs the sizesof the in-
componerts.) The average out-componert size for the casewhere there is no giant
componert is then given by Eq. (34), and thus the point at which a giant compo-
nent rst appearsis given once more by G%(1) = 1. Substituting Eq. (45) into this
expressiongivesthe explicit condition

X
@k ] Kpx=0 (46)
jk

for the rst appearanceof the giant componert. This expressionis the equivalent
for the directed graph of Eqg. (9). It is also possible, and equally valid, to de ne
the position at which the giant componert appearsby FX1) = 1, which provides an
alternativ e derivation for Eq. (46).

But this raisesan interesting issue. Which giant componert are we talking about?
Just aswith the small componerts, there are four typesof giant component, the giant
in- and out-componerts, and the giant weakly and strongly connected componerts.
Furthermore, while the giant weakly connected componert is as before trivial, the
giant strongly connectedcomponert doesnot normally vanish as the other strongly
connectedcomponerts do. There is no reasonwhy a giant componert should contain
no loops, and therefore no reasonwhy we should not have a non-zerogiant strongly
connectedcomponert.

The condition for the position of the phasetransition given above is derived from
the point at which the mean size of the out-componert reatable from a vertex di-
verges, and thus this is the position at which the giant in-componert forms (since
above this point an extensive number of vertices can be readed starting from one
vertex, and hencethat vertex must belongto the giant in-componert). Furthermore,
as we have seen,we get the samecondition if we ask where the mean in-componert
sizediverges,i.e., wherethe giant out-componert forms, and sowe concludethat both
giant in- and out-componerts appear at the sametime, at the point givenby Eq. (46).

The sizesof thesetwo giant componerts can also be calculated with only a little
extra e ort. As before,we can generalizethe functions H(y) and H(y) to the regime
above the transition by de ning them to be the generatingfunctions for the non-giart
out-componerts in this regime. In that case,H(1) is equal to the fraction of all
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vertices that have a nite out-componert. But any vertex A that hasonly a nite

out-componert cannot, by de nition, belong to the giant in-componen, i.e., there
de nitely do not exist an extensive number of vertices that can be reaced from A.
Thus the size of the giant in-componert is simply S, = 1 Hg(1), which can be
calculated as beforefrom Eq. (39). Similarly the sizeof the giant out-componert can
be calculated from (39) with Gg! Fpand Gy ! Fj.

To calculate the size of the giant strongly connectedcomponert, we obsene the
following (Dorogovtsev et al., 2001). If at leastoneof a vertex's outgoing edgedeadsto
anywhere in the giant in-componert, then one canreach the giant strongly connected
componert from that vertex. Conversely if at least one of a vertex's incoming edges
leadsfrom anywherein the giant out-component, then the vertex can be reached from
the strongly connectedcomponert. If and only if both of theseconditions are satis ed
simultaneously, then the vertex belongsto the giant strongly connectedcomponert
itself.

Consider then the outgoing edges. The function H1(x) givesthe probability dis-
tribution of the sizesof nite out-componerts reaced by following a randomly chosen
edge. This implies that H1(1) is the total probability that an edgeleadsto a nite
out-componert (i.e., not to the giant in-componert) and asbefore(Eqg. (39)) H1(1) is
the xed point of G1(x), which we denote by v. For a vertex with k outgoing edges,
vk is then the probability that all of them lead to nite componerts and 1 vk is
the probability that at least one edgeleadsto the giant in-componert. Similarly the
probability that at least one incoming edge leads from the giant out-componert is
1 ul, whereu is the xed point of F1(x) and | is the in-degreeof the vertex. Thus
the probability that a vertex with in- and out-degrees] and k is in the giant strongly
connectedcomponert is (1 ul)(1 v¥), and the averageof this probability over all
vertices, which is alsothe fractional sizeof the giant strongly connectedcomponen, is
X _ X _ :

Pl uW)@ V)= p@ u VR UiV
jk jk

1 Gu;1) G1,v) + Gu;v); 47)

where u and v are solutions of

Ss

u= Fqi(u); v = Gy(Vv); (48)

and we have made use of the de nition, Eq. (41), of G(x;y). Noting that u=v =1
below the transition at which the giant in- and out-componerts appear, and that
&(1;1) = 1, we seethat the giant strongly connectedcomponert also rst appearsat
the transition point given by Eqg. (46). Thusthere arein generaltwo phasetransitions
in a directed graph: the oneat which the giant weakly connectedcomponert appears,
and the one at which the other three giant componerts all appear.

Applying the theory of directed random graphs to real directed networks has
proved di cult so far, becauseexperimerters rarely measurethe joint in- and out-
degreedistribution p; that is neededto perform the calculations described above. A
few results can be calculated without the joint distribution|see Newmanet al. (2001),
for instance. By and large, howeer, the theory preseried in this sectionis still await-
ing empirical tests.
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6 Networks with clustering

Far fewer analytical results exist for networks that incorporate clustering than for
the non-clustered networks of the previous sections. A rst attempt at extending
random graph modelsto incorporate clustering has beenmade by the presen author,
who studied the correction to the quartity z,|the average number of next-nearest
neighbours of a vertex|in graphs with a non-zeroclustering coe cient C (Newman,
2001d).

Consider a vertex A, with its rst and secondneighbours in the network arrayed
around it in two concertric rings. In a normal random graph, a neighbour of A that
has degreem cortributes m 1 vertices to the ring of secondneighbours of A, as
discussedin Section 2. That is, all of the secondneighbours of A are independert;
eah of them is a new vertex newver before seen. This is the reasoningthat led to
our earlier expression,Eq. (6): z> = tk?i  tki. In a clustered network however, the
picture is di erent. In a clustered network, many of the neighbours of A's neighbour
are neighbours of A themselwes. This is the meaningof clustering: your friend's friend
is alsoyour friend. In fact, by de nition, an averagefraction C ofthe m 1 neighbours
are themsehes neighbours of the certral vertex A and henceshould not be counted
as secondneighbours. Correspondingly, this reducesour estimate of z, by a factor of
1 Ctogivezo= (1 C)(H3 Hki).

But this is not all. There is another e ect we needto take into accourt if we
are to estimate z, correctly. It is also possiblethat we are overcourting the second
neighbours of A becausesome of them are neighbours of more than one of the rst
neighbours. In other words, you may know two people who have another friend in
common, whom you personally don't know. Sudh connectionscreate \squares" in the
network, whosedensity can be quarti ed by the so-calledmutualit y M:

mean number of vertices two stepsaway from a vertex

M = : : 49
mean number of paths of length two to those vertices (49)

In words, M measureshe averagenumber of paths of length two leading to a vertex's
secondneighbour. As a result of the mutuality e ect, our current estimate of z, will
betoo great by a factor of 1=M, and hencea better estimate is

z,= M@ C)H3 Hi): (50)

But now we have a problem. Calculating the mutuality M using Eq. (49) re-
quires that we know the mean number of individuals two stepsaway from the certral
vertex A. But this mean number is precisely the quartity z, that our calculation is
supposedto estimate in the rst place. There is a partial solution to this problem.
Considerthe two con gurations depicted in Fig. 5, parts (a) and (b). In (a) our ver-
tex A hastwo neighbours D and E, both of whom are connectedto F, although F is
not itself an neighbour of A. The sameis true in (b), but now D and E are friends
of one another also. Empirically, it appearsthat in many networks situation (a) is
quite uncommon, while situation (b) is much more common. And we can estimate
the frequency of occurrenceof (b) from a knowledge of the clustering coe cien t.

Consider Fig. 5c. The certral vertex A sharesan edgewith D, which sharesan
edgewith F. How many other paths of length two are there from A to F? Well, if A has
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(@) (b)
E F E F

Figure 5: (a) An example of a vertex (F) that is two stepsaway from the center vertex (A,
shaded), but is connectedto two of A's neighbours (D and E). F should only be courted
once as a secondneighbour of A, not twice. (b) A similar situation in which D and E are
also neighbours of one another. (c) The probability of situation (b) can be calculated by
considering this situation. SinceD is friends with both E and F, the probability that E and
F also know one another (dotted line), thereby completing the quadrilateral in (b), is by
de nition equalto the clustering coe cien t.

ki neighbours, then by the de nition of the clustering coe cien t, D will be connected
to C(ky 1) of them on average. The edgebetweenverticesD and E in the gure is
an example of one such. But now D is connectedto both E and F, and hence,using
the de nition of the clustering coe cien t again, E and F will themselvesbe connected
(dotted line) with probability equalto the clustering coe cient C. Thusthere will on
averagebe C?(k; 1) other paths of length 2to F, or 1+ C?(k; 1) paths in total,
courting the one that runs through D. This is the average factor by which we will
overcourt the number of secondneighbours of A becauseof the mutuality e ect. As
showvn by Newman (2001d), the mutuality coe cien t is then given by

_ hkf1+ C2(k 1))

M hKi

(51)

Substituting this into Eg. (50) then givesus an estimate of z.

In essencenvhat Eg. (51) doesis estimate the value of M in a network in which
triangles of ties are common, but squaresthat are not composedof adjacert triangles
are assumedto occur with frequency no greater than one would expect in a purely
random network. It is only an approximate expression,since this assumption will
usually not be obeyed perfectly. Nonetheless,it appearsto give good results. The
author applied Egs. (50) and (51) to estimation of z, for the two coauthorship networks
of Fig. 1c, and found that they gave results accurate to within 10% in both cases.

This calculation is certainly only a rst step. Ideally we would like to be able to
calculate numbersof verticesat any distancefrom arandomly chosencertral vertex in
the presenceof clustering, and to do it exactly rather than just approximately. If this
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were possible,then, asin Section 2, one could usethe ratio of the numbers of vertices
at di erent distancesto derive a condition for the position of the phasetransition at
which a giant componert forms on a clustered graph. At presen it is not clearif suc
a calculation is possible.

7 Mo dels dened on random graphs

In addition to providing an analytic framework for calculating topological properties
of networks, sud as typical path lengths or distributions of cluster sizes, random
graphs form a useful substrate for studying the behaviour of phenomenathat take
place on networks. Analytic work in this areais in its infancy; here we describe two
examplesof recert work on modelsthat useideasdrawn from percolation theory.

7.1 Network resilience

As emphasizedby Albert and co-workers, the highly skewed degreedistributions of
Fig. 1 have substartial implications for the robustnessof networks to the removal of
vertices (Alb ert et al., 2000). Becausemost of the vertices in a network with sudc
a degreedistribution typically have low degree,the random removal of vertices from
the network haslittle e ect on the connectivity of the remaining vertices, i.e., on the
existenceof paths between pairs of vertices, a crucial property of networks such as
the Internet, for which functionality relies on connectivity.® In particular, removal of
vertices with degreezero or one will never have any e ect on the connectivity of the
remaining vertices. (Vertices of degreezero are not connectedto anyone elseanyway,
and vertices of degreeone do not lie on any path betweenanother pair of vertices.)
Conversely howewer, the speci ¢ removal of the vertices in the network with the
highest degree frequertly has a devastating e ect. These vertices lie on many of
the paths between pairs of other vertices and their removal can destroy the connec-
tivit y of the network in short order. This was rst demonstrated numerically by
Albert et al. (2000) and independertly by Broder et al. (2000) using data for subsets
of the World-Wide Web. More recertly however it hasbeendemonstratedanalytically
also, for random graphswith arbitrary degreedistributions, by Callaway et al. (2000)
and by Cohenet al. (2001). Here we follow the derivation of Callaway et al., which
closely mirrors someof the earlier mathematical developmeris of this paper.
Consider a simple model de ned on a network in which ead vertex is either
\present" or \absent". Absent vertices are verticesthat have either beenremoved, or
more realistically are presert but non-functional, such as Internet routers that have
failed or Web siteswhosehost computer hasgonedown. We de ne a probability by of
being presen which is somearbitrary function of the degreek of a vertex, and then

8A few recert papersin the physicsliterature have usedthe word \connectivit y" to mean the same
thing as\degree", i.e., number of edgesattaching to a vertex. In this paper however the word has its
standard graph theoretical meaning of existence of connecting paths between pairs of vertices.
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de ne the generating function

X
Fo(x) = pehax®; (52)
k=0

whosecoe cien ts are the probabilities that a vertex hasdegreek and is presen. Note
that this generating function is not equalto 1 at x = 1; instead it is equal to the
fraction of all verticesthat are presen. By analogy with Eq. (14) we alsode ne

P
Pbok T F)
K Kpk z

Fi(x) = (53)
Then the distributions of the sizesof connectedclusters of presert vertices reacable
from a randomly chosenvertex or edgeare generatedrespectively by

Ho(x) = 1 Fo(1) + xFo(H1(X)); Hi(x) =1 F1(1) + xF1(H1(x)); (54)

which are logical equivalents of Egs. (25) and (26).

Take for instance the caseof random failure of vertices. In this case,the proba-
bility b of a vertex being presert is independert of the degreek and just equalto a
constart b, which meansthat

Ho(x) = 1 b+ bxGo(H1(x)); Hi(x) =1 b+ bxGi(H1(x)); (55)

where Gg(x) and Gi1(x) are the standard generating functions for vertex degree,
Egs. (12) and (14). This implies that the mean size of a cluster of connectedand
presen verticesis

. bGo(1)
— 01y = 0 01y — .
hsi = Hg(1) = b+ bFRy(1)H{(1) = b 1+ 1 &) (56)
and the model has a phasetransition at the critical value of b
1
by = —~: 57
GID) &)

If afraction b < b, of the vertices are presen in the network, then there will be no
giant componert. This is the point at which the network ceasego be functional in
terms of connectivity. When there is no giant componert, connecting paths exist only
within small isolated groups of vertices, but no long-range connectivity exists. For a
communication network such asthe Internet, this would be fatal. As we would expect
from the argumerts above however, by is usually a very small number for networks
with skewed degreedistributions. For example, if a network has a pure power-law
degreedistribution with exponert , asboth the Internet and the World-Wide Web
appear to do (seeFig. laand 1b), then

(1
b = ; 58
(2 ( D 8)
where (x) is the Riemann -function. This expressionis formally zero for all 3.

Since none of the distributions in Fig. 1 have an exponert greater than 3, it follows
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that, at least to the extent that these graphs can be modelled as random graphs,
none of them has a phase transition at all. No matter how many vertices fail in
these networks, as long as the failing vertices are selectedat random without regard
for degree,there will always be a giant componert in the network and an extensive
fraction of the vertices will be connectedto one another. In this sense,networks
with power-law distributed degreesare highly robust, as the numerical experiments
of Albert et al. (2000) and Broder et al. (2000) also found.

But now considerthe casein which the vertices are removed in decreasingorder
of their degrees,starting with the highest degreevertex. Mathematically we can
represen this by setting

b = (kmax K); (59)

where (x) is the Heaviside step function

0 forx < O

(x) = 1 forx 0. (60)

This is equivalent to setting the upper limit of the sumin Eq. (52) to Kmax.-
For this casewe needto usethe full de nition of Ho(x) and H1(x), Eq. (54), which
givesthe position of the phasetransition asthe point at which FX1) = 1, or

P 1
bpk(k Dpehe _

1: (61)

Taking the example of our power-law degreedistribution again, px / k , this then
implies that the phasetransition occursat a value k¢ of knax Satisfying
2)

Hy. HE Y= (1 (62)

where H ,(f) is the nth harmonic number of order r:
X
Hr(]r) = k—r: (63)

k=1

This solution is not in a very useful form however. What we really want to know
is what fraction f. of the vertices have beenremoved when we reac the transition.
This fraction is given by
HO)

ke .
()
Although we cannot eliminate k; from (62) and (64) to get f . in closedform, we can
solve Eq. (62) numerically for k. and substitute into (64). The result is shovn as
a function of in Fig. 6. As the gure shaws, one need only remove a very small
fraction of the high-degreevertices to destroy the giant componert in a power-law
graph, always lessthan 3%, with the most robust graphs beingthosearound = 2:2,
interestingly quite closeto the exponert seenin a number of real-world networks
(Fig. (1)). Below = 2, there is no real solution for f.: power-law distributions
with < 2 have no nite mean anyway and therefore make little sensephysically.

fe=1

(64)
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Figure 6: The critical fraction, Eq. (64), of highest degreevertices that must be removed in
order to destroy the giant componert in a graph with a power-law degreedistribution having
exponert

And f. = O for all values > 3:4788:::, where the latter gure is the solution of
( 2)=2( 1), becausethe underlying network itself has no giant componert
for such valuesof (Aiello et al., 2000).

Overall, therefore, our results agreewith the ndings of the previous numerical
studies that graphs with skewed degreedistributions, such as power laws, can be
highly robust to the random removal of vertices, but extremely fragile to the speci c
removal of their highest-degreevertices.

7.2 Epidemiology

An important application of the theory of networks is in epidemiology the study
of the spread of disease. Diseasesare comnunicated from one host to another by
physical contact, and the pattern of who has contact with whom forms a contact
network whosestructure hasimplications for the shape of epidemics. In particular,
the small-world e ect discussedin Section2 meansthat diseaseswill spreadthrough
a community much faster than one might otherwise imagine.

In the standard mathematical treatments of diseasesresearters usethe so-called
fully mixed appro ximation , in which it is assumedthat every individual hasequal
chanceof contact with every other. This is an unrealistic assumption, but it hasproven
popular becauseit allows oneto write di erential equationsfor the time ewlution of
the diseasethat can be solved or numerically integrated with relative ease. More
realistic treatments have alsobeengiven in which populations are divided into groups
according to age or other characteristics. These models are still fully mixed within
ead group howewer. To go beyond these approximations, we needto incorporate a
full network structure into the model, and the random graphs of this paper and the
generating function methods we have dewveloped to handle them provide a good basis
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for doing this.

In this section we show that the most fundamertal standard model of disease
propagation, the SIR model, and a large set of its generalizedforms, can be solved on
random graphs by mapping them onto percolation problems. Thesesolutions provide
exact criteria for deciding when an epidemic will occur, how many people will be
a ected, and how the network structure or the transmission properties of the disease
could be modi ed in order to prevent the epidemic.

7.3 The SIR model

First formulated (though never published) by Lowell Reedand Wade Hampton Frost
in the 1920s,the SIR model (Bailey, 1975; Anderson and May, 1991;Hethcote, 2000)
is a model of diseasepropagation in which members of a population are divided into
three classes: susceptible (S), meaning they are free of the diseasebut can catch
it; infective (I), meaning they have the diseaseand can passit on to others:® and
removed (R), meaningthey have recovered from the diseaseor died, and can no longer
passit on. There is a xed probability per unit time that an infective individual will
passthe diseaseto a susceptibleindividual with whom they have contact, rendering
that individual infective. Individuals who cortract the diseaseremain infective for a
certain time period beforerecovering (or dying) and thereby losing their infectivit y.

As rst pointed out by Grasshkerger (1983), the SIR model on a network can be
simply mappedto a bond percolation process.Consideran outbreak on a network that
starts with a singleindividual and spreadsto encompasssomesubsetof the network.
The vertices of the network represen potential hosts and the edgesrepresen pairs of
hosts who have contact with one another. If we imagine occupying or colouring in all
the edgesthat result in transmission of the diseaseduring the current outbreak, then
the set of vertices represerning the hosts infected in this outbreak form a connected
percolation cluster of occupied edges.Furthermore, it is easyto corvince oneselfthat
eah edgeis occupied with independert probability. If we denote by the time for
which an infected host remains infective and by r the probability per unit time that
that host will infect one of its neighbours in the network, then the total probability
of infection is

T=1 Itilmo(l rt)~t=1 e'’: (65)

This quartit y we call the transmissibilit y, andit is the probability that any edgeon
the network is occupied. The sizedistribution of outbreaks of the diseaseis then given
by the sizedistribution of percolation clusterson the network when edgesare occupied
with this probability. When the mean cluster size diverges, we get outbreaks that
occupy a nite fraction of the ertire network, i.e., epidemics;the percolation threshold
corresponds to what an epidemiologist would call the epidemic threshold for the
disease. Above this threshold, there exists a giant componert for the percolation
problem, whose size corresponds to the size of the epidemic. Thus, if we can solve
bond percolation on our random graphs, we can also solve the SIR model.

®In common parlance, the word \infectious" is more often used, but in the epidemiological literature
\infectiv e" is the accepted term.
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In fact, we can also solve a generalizedform of the SIR in which both andr are
allowed to vary acrossthe network. If and r instead of being constart are picked
at random for ead vertex or edgefrom somedistributions P( ) and P(r), then the
probability of percolation along any edgeis simply the averageof Eq. (65) over these
two distributions (Warren et al., 2001; Newman, 2002):

Z
T=1 P(r)P()e " drd: (66)

7.4 Solution of the SIR model

The bond percolation problem on a random graph can be solved by techniques very
similar to those of Section7.1 (Callaway et al., 2000;Newman, 2002). The equivalent
of Eq. (55) for bond percolation with bond occupation probability T is

Ho(x) = XGo(H1(X)); Hi(x) =1 T+ TxG1(Ha(x)); (67)
which givesan averageoutbreak size below the epidemic threshold of

TGo(1)

i = 0 = - OV
hsi = Hg(1) 1+l TR

(68)
The threshold itself then falls at the point where TGJ(1) = 1, giving a critical trans-
missibility of

1 ki _ .
CGH1) K3 ki oz
wherewe have usedEqg. (6). The sizeS of the epidemicabove the epidemictransition
can be calculated by nding the solution of

Te (69)

S=1 GoV); v=1 T+ TGy(v); (70)

which will normally have to be solved numerically, sinceclosedform solutions are rare.
It is alsointeresting to ask what the probability is that an outbreak starting with a
single carrier will becomean epidemic. This is precisely equal to the probability that
the carrier belongsto the giant percolating cluster, which is alsojust equalto S. The
probability that a given infection evert (i.e., transmissionalong a given edge)will give
rise to an epidemicisv  H(1).

Newman and co-workers have given a variety of further generalizationsof these
solutions to networks with structure of various kinds, models in which the probabili-
ties of transmission between pairs of hosts are correlated in various ways, and models
incorporating vaccination, either random or targeted, which is represened as a site
percolation process(Ancel et al., 2001; Newman, 2002). To give one example, con-
sider the network by which a sexually transmitted diseaseis communicated, which is
alsothe network of sexualpartnerships betweenindividuals. In arecert study of 2810
responderts, Liljeros et al. (2001) recordedthe numbersof sexualpartners of men and
women over the courseof a year. From their data it appearsthat the distributions of
these numbersfollow a power law similar to those of the distributions in Fig. 1, with
exponerts that fall in the range 3:1 to 3:3. If we assumethat the diseaseof interest
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is transmitted primarily by cortacts between men and women (true only for some
diseases)then to a good approximation the network of contacts is bipartite, having
two separatesetsof verticesrepresetting men and womenand edgesrepreserting con-
tacts running only betweenvertices of unlike kinds. We de ne two pairs of generating
functions for malesand females:

X , 11X

Fo(x) = P x; Fix)= = jpx 5 (71)
j j
X 1X

Go(x) =  ax¥  Gi(x)= = kagxk % (72)
k k

where p; and ¢ are the two degreedistributions and and are their means. We
can then dewelop expressionssimilar to Egs. (68) and (69) for an epidemic on this
new network. We nd, for instance, that the epidemic transition takes place at the
point where Tpys Tsm = 1=[F1°(1)G‘1’(1)] where T and Ts,, are the transmissibilities
for male-to-femaleand female-to-maleinfection respectively.

One important result that follows immediately is that if the degreedistributions
are truly power-law in form, then there exists an epidemictransition only for a small
range of valuesof the exponert  of the power law. Let usassume,asappearsto bethe
case(Liljeros et al., 2001), that the exponerts are roughly equal for men and women:

m= = . Thenif 3,we nd that T Trm = 0, which is only possibleif at
least one of the transmissibilities Ty and T¢, is zero. As long as both are positive,
we will always be in the epidemic regime, and this would clearly be bad news. No
amount of precautionary measuredo reducethe probability of transmissionwould ever
eradicate the disease. (Similar results have beenseenin other types of models also
(Pastor-Satorrasand Vespignani,2001;Lloyd and May, 2001).) Conversely if > ¢,
where .= 3:4788:::isthe solutionof ( 2)=2( 1),we nd that Ty Tfm > 1,
which is not possible. (This latter result arisesbecausenetworks with > . have
no giant componert at all, as mentioned in Section 7.1 (Aiello et al., 2000).) In this
regimethen, no epidemiccan ever occur, which would be good news. Only in the small
intermediate region3 < < 3:4788::: doesthe model possessan epidemictransition.
Interestingly, the real-world network measuredby Liljeros et al. (2001) appearsto fall
preciselyin this region,with ' 3:2. If true, this would be both good and bad news.
On the bad side, it meansthat epidemicscan occur. But on the good side, it means
that that it is in theory possibleto prevent an epidemicby reducing the probability of
transmission, which is preciselywhat most health education campaignsattempt to do.
The predicted critical value of the transmissibility is ( DA ( 2) ( 1],
which gives T, = 0:363::: for = 3:2. Epidemic behaviour would ceasewere it
possibleto arrangethat T T m < TCZ.

8 Summary

In this paper we have given an introduction to the use of random graphs as models
of real-world networks. We have shavn (Section 2) how the much studied random
graph model of Erdps and Renyi can be generalizedto the caseof arbitrary degree
distributions, allowing us to mimic the highly skewed degree distributions seenin



32 Random graphs as maodels of networks

many networks. The resulting models can be solved exactly using generatingfunction
methods in the casewhere there is no clustering (Sections3 and 4). If clustering is
introduced, then solutions becomesigni cantly harder, and only a few approximate
analytic results are known (Section 6). We have also given solutions for the properties
of directed random graphs (Section 5), in which ead edge has a direction that it
points in. Directed graphs are useful as models of the World-Wide Web and food
webs, amongst other things. In the last part of this paper (Section 7) we have given
two examplesof the use of random graphs as a substrate for models of dynamical
processegaking place on networks, the rst being a model of network robustness
under failure of vertices (e.g., failure of routers on the Internet), and the secondbeing
a model of the spread of diseaseacrossthe network of physical conacts between
diseasehosts. Both of these models can be mapped onto percolation problems of one
kind of another, which can then be solved exactly, again using generating function
methods.

There are many conceiable extensionsof the theory preserted in this paper. In
particular, there is room for many more and diversemodels of processedaking place
on networks. It would also be of great interest if it proved possibleto extend the
results of Section 6 to obtain exact or approximate estimatesof the global properties
of networks with non-zeroclustering.
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